EEEE————
INEOSERVICES NG

Affordable Medical Billing Solutions- Premium Service
A Value-Added medisoft Reseller

How Secure Are You With Your Current Backup System?
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Critical Data Encryption + Compression Backup Data
Documents, pictures, 256-bit AES encryption + Secure data sefs are ready 1o be
email, contacts, etc. 168-bit 30ES wrapper transmitted to Envelos servers.
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Let and Enveloc put your mind at ease with Enveloc’s powerful backup :

e Redundant automated offsite backup system e  Minimal downtime for catastrophic restoration

e  Reporting capabilities to monitor daily backups e No need to wait on downloading or uploading large backups

Enveloc

Features include:

Drive Imaging, Open File Agent, Outlook File Agent, Exchange Agent, 256-bit AES Encryption,
Advanced Versioning, Backup Archiving, 24/7 Emergency Support, Email Notifications

Info Services, Inc. Enveloc, Inc.
http://www.infoservicesms.com http://www.enveloc.com
Call (601) 898-7858 for more information Call (251) 476-8258 for more information
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'HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) impacts virtually every health-related

organization in the U.S., including all health care providers (even one-physician offices), health plans, employers,
public health authorities, hospitals, life insurers, clearinghouses, billing agencies, information systems vendors,
service organizations, and universities. Part of this act is focused on the secure transmission and storage of
confidential patient data. Non-compliance with these regulations can mean both civil and criminal penalties. To be
HIPAA compliant, organizations must provide reasonable and appropriate administrative, technical, and physical

safeguards to ensure integrity, confidentiality, and availability of patient information.

Under HIPAA, organizations must provide security and privacy for personal health information to guard against
reasonably anticipated threats or hazards, both in transit and during storage. Physical safeguards and technical
measures to protect patient information must also be in place as well. Rather than spending huge sums of money to
bring their own IT departments within HIPAA compliance, users can utilize Enveloc to provide an economically

feasible data security and storage solution without compromising patient privacy.

With Enveloc, patient data is secured using 256-bit AES encryption before it is transmitted to our servers residing at
our secure class A Network Operation Centers. Physical access is strictly controlled through administrative
procedures, physical safeguards, and technical security measures to prevent unauthorized use or disclosure of
customer data. Access to data requires that designated personnel provide an authorized encryption passphrase (not

even Enveloc has a copy), making unauthorized access virtually impossible.

HIPAA also mandates that healthcare providers retain electronic patient records for a minimum of 6 years and
strictly forbids unauthorized access to individually identifiable health records. To accommodate, Enveloc provides a

cost effective way to store patient data indefinitely in secured facilities, in encrypted lossless compression.

Enveloc features daily automatic backups scheduled by the user and backups can be restored to any location, 24/7.
Our 'Always Live', US-based customer service is available around the clock and daily backup audits and confirmation
e-mails with summary transfer logs ensure the integrity of every single data backup set to provide a clear audit trail,

if necessary.
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WITH THREE SAFE & SECURE OPTIONS
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N ALL OF OUR BUSINESS PLANS, YOUR VITAL BUSINESS DATA AND

sensitive information are automatically transmitted to

secure Class A Network Operations Centers.

Enveloc® Enveloc® Enveloc®
LB LocalRemote | NASRemote Pro

One External Drive | One NAS Drive Two Data Centers
STORAGE + One Data Center | + One Data Center

Up to 125 versions | Up to 125 versions| Up to 125 versions
VERSIONS of any file of any file of any file
NETWORK DRIVES |Yes Yes Yes
SERVER BACKUP |Yes Yes Yes
DRIVE IMAGING | Yes Yes Yes
OUTLOOK BACKUP |Yes Yes Yes
EXCHANGE
BACKUP Yes Yes Yes
WIREBACK Yes Yes Yes
OPEN FILE
ACCESS Yes Yes Yes
RESTORATIONS
ON MEDIA OPTION | €% es Yes
FREE TELEPHONE |Standard Standard Live, 24/7/365
SUPPORT Business Hours Business Hours

REDUNDANCY

Onsite media &
Single offsite data
backup storage

Onsite media &
Single offsite data
backup storage

Geographically
distinct, dual
offsite data
backup storage

All Enveloc® product options come with unlimited onsite archives.


julie
Info Services


PRODUCT DESCRIPTIONS

Enveloc Pro: Enveloc Pro
automatically backs up selected

files and subsequent changes to
Enveloc’s geographically separate
network centers. The user may also select any locally attached drive

to retain drive images at no additional cost.

y . .
DI ('EE!:’;" '__‘,.r Enveloc LocalRemote: During
Q/ ..%..-*-,“r‘é installation, the user can select
% N\ )
= i any locally attached drive as an
external storage device. When
Enveloc Local Remote backs up, it keeps one copy of the encrypted
data on the external storage device and sends a redundant copy of
the encrypted data to the remote server. When the user needs to
restore files, the backups are on the external storage device and can
be accessed instantly. If the device is lost, stolen, or destroyed, the
user can download the remote backups that are safely stored on the
Enveloc server. The device may also be used to store drive images at

no additional cost.

Enveloc NASRemote: Enveloc
NASRemote offers the same offsite
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ease of a network attached storage
device used for the onsite storage. Multiple users on a network may
use the same NAS device for their backups. Users may restore from
the NAS device or download the backups, which are safely stored on
the Enveloc server. The NAS device may also be used to store drive

images from multiple machines at no additional cost.
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